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1	Decision/action requested
The pCR about key issue to ensure the correct routing of the data packets in the user plane is kindly asked to be approved by SA3.
2	Reference
[1]		David etc., Breaking LTE on Layer Two. 
		https://alter-attack.net/media/breaking_lte_on_layer_two.pdf
3	Rationale
It is possible for an attacker to route the data packet in the user plane if  User Plane Integrity Protection (UP IP) is not applied.  This issue is partially addressed in 5G network, but it is still open to 4G network.  To ensure correct routing of the data packet in the user plane, this issue should be completely addressed either in 5G network or 4G network.
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X.Y	Key Issue #A:The correct routing of the data packets in the user plane
X.Y.1	Key issue details
The integrity of data packets in the user plane is not protected in the 4G network. This provides attackers the possibility to hijack or manipulate the data packets to redirect them to a malicious websites or an IP address different from the destination IP address marked in the data packet, as demonstrated in [1]. In 5G network, the integrity protection of data packets in the user plane is optional. However, currently this protection is limited to 64kbit/s date rate.  This limitation should be resolved since many services whose data rate is much greater than 64kbit/s require the correct routing of data packets in the user plane, such as video surveillance.
X.Y.2	Security threats
The data packets may be redirected to an error destination if the user plane integrity protection is not applied.
X.Y.3	Potential Security requirements
The user plane should ensure the correct routing regardless of the data rate according to the service requirements in either 4G network or 5G network.
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